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06 aBTOpax
Ixoen CkemoOpei

Hxoen CkemOpeit (Joel Scambray) siBisieTcsl reHepaJibHbIM JTMPEKTOPOM KOM-
nanun MSN Security, KoTopas BXOIUT B cOCTaB Kopropamuu Microsoft. On
€XeTHEBHO MPOTUBOCTOUT aTakaM XaKepoB BCEX MacTeil: OT HAUYMHAMOIIUX IO
OTIBITHBIX TIpodeccroHanoB. JIxkoem ctajl 3HaMEHUT OJ1arogapst COaBTOPCTBY TP
cosnanuu kKHUTH Cexpemot xakepos. bezonacnocme cemeil — eomogvie peuieHus.
DTa KHUTA cTajla MEXIYHApOIHBIM OECTCEJUIEPOM Cpely KHUT, TTOCBSIIIIEHHBIX
BorpocaM Oe3onacHocty B Internet, u B deBpane 2003 roga ObLIO BBIMYIIEHO
yxe yeTBeproe u3nanvie. Kpome toro, CkeMOpeii siBIsieTcsI OCHOBHBIM aBTOPOM
KHUTHU Celcpembt xaxepos. bezonacnocme Web-npunoscenuii — eomosvle peuienus,
(leucoeﬂ Cicemﬁpeu Maiix llema, Hen-Mune Yen, [156ud Bone. Hzdamenvckuii dom “Bunvsimce”, 2003).
B ocHOBe Marepuana KHUT J[xkoejia JIEXWT TIPeXIe BCEro MHOTOJIETHUI OMBIT paboThl B KauecTBe
KOHCYJIBTaHTa TI0 BOIIpOcaM 0e301TacHOCTH MH(MOPMAITMOHHBIX TeXHOJOTU. OH XOPOIIIO 3HAKOM C
Pa3HOOOpa3HBIMU TEXHOJIOTUSIMU OOecriedeHusT 0e30MacHOCTH, pa3paboTal U MpoaHaIU3UPOBAT
CHCTEeMbI OE30IMaCHOCTH GOJIBIIOTO KOJWYECTBA MPUIOKEHUI 1 MPOrpaMMHBIX TTpoayKToB. Cpenu
opraHusaiuii, kotopsle Ixoen CkemMOpeii KOHCYJIBTUPYET Mo BorpocaM Oe3onacHocTu B Windows,
MoxHO Ha3Bath The Computer Security Institute, The MIS Training Institute, SANS, ISSA, ISACA,
a Takke MHOTHME Jpyrue 4acTHble KOMIIAHWM M TOCYIapCTBeHHBIe opraHu3aunu, Bkimodas ®BP u
RCMP. [lo nauana corpynHudectBa ¢ Microsoft (aBryct 2002 roga) JIxkoes1 3aHUMAJ IIOCT OJHOTO U3
JNUpPeKTOpoB KoMnaHuu Foundstone. (http://www.foundstone. com), U BO MHOTOM OJjiarogapst
MMEHHO €ro yCUJIMSIM 3Ta KOMIIaHMsI 3aHs1Ia OMHO U3 BeAYyIIUX MECT Ha PhIHKE TEXHOJIOTUIA obGecrie-
yeHus Oe3ornacHocTU. Ellle paHblle oH paboTal Ha JOXKHOCTU PYKOBOAUTENSI CIyXKObl MH(pOpMa-
LIMOHHOI 0e30MacHOCTU B Kommnanuu Ernest & Young, ctapiiiero aHaJIuTHKa B LIEHTPE TECTUPOBAHUS
XypHana InfoWorld v pykoBonutessl otaena MHOOPMALIMOHHBIX TEXHOJIOTUN KPYIMHON KOMITAHUU
110 TOProBJIe HEABMKUMOCTHIO. JIxkoen CkeMmOpeit mony4yus yueHyio creneHb B yHuBepcutete UCLA
(University of California at Davis and Los Angeles), umeet ceptudukar CISSP (Certified Informa-
tion Systems Security Professional).

C Ixxoenom CkeMOpeeM MOXHO CBsI3aThCs 110 afipecy joel@hackingexposed. com.

Crioapt Mak-Knap

B Hacrostiiee Bpemsi Crioapt Mak-Kiap (Stuart McClure) 3aHMMaeT MocT npe3u-
JIEHTa U PYKOBOAUTEJISI TEXHUYECKOTO OTIesia KOMIaHuu Foundstone, TAaMpyoIIeit
(upmbl B 001aCTH 00YYEHUST M KOHCYJIBTALMIA 110 BONpPOocaM 0e30I1acHOCTU. Y KOM-
nanuu Foundstone 6onee 500 KpyITHBIX KJIMEHTOB, MOXEIABILMX BOCIIOIb30BATLCS €€
yCIyraMu JUTsl YCUJIEHUsI CUCTEMbI 0€30MaCHOCTU CBOMX KOMITBIOTEPHBIX CUCTEM U
3aIIUThl KOH(MUASHIIMAIbHON MH(pOpMaLMK COTpyaHUKOB. Cpeau ee 3aKa3uMKOB
npaButesibcTBeHHble opraHuzauuu CILIA, ¢uHaHCcOBbIe y4YpeXaeHWUsI, MPOMbILLI-
JIEHHBIE TIPEANPUSTHS, CTPAXOBble KOMITAHUM, pa3InyHble Oupxu. i Kaxaoro us3
CBOMX KJIMEHTOB KOMIIaHUs1 Foundstone COKOHOMMWJIA MJJTMOHBI IOJUIAPOB Y COTHU
paboymx YyacoB, KOTOPbIE MOTPEOOBAIUCH Obl Ha YCTpaHEHWE MOCIEACTBUI OT AEUCTBUIA XaKepoB, BUPY-
COB, “UepBeir’” 1 Isl KOMIIEHCALIMU ylepOa OT APYyTvX aTak.

Crioapt Mak-Kiap cuntaercst OqHUM M3 TIPU3HAHHBIX aBTOPUTETOB B 00JIACTH 3alLMThI MH(pOPMa-
LIMM, €ro CTaTbd W IMyOJMKALMKW MOXHO HaWTM BO MHOTMX HM3BECTHBIX M3IaHUSX. B KoMmaHum
Foundstone CTi0apT pyKOBOIUT MPOLIECCOM Pa3pabOTKU MPOrpaMMHBIX MPOAYKTOB, a TAKXKe OTBEYaeT
3a MOIIEPXKKY M BHEAPEHUE co3aaHHbIX MporpaMM. Ilocne Toro kak B 1999 rony Crioapt Mak-Kiap




3aHSUT TIOCT TPE3UIEHTa M PYKOBOMUTENSI TEXHUIECKOTO OTnesia KoMranuu Foundstone, TOXOIBI KOM-
MMaHUM eXeroaHo Bo3pacTaroT Ha 100 %.

B 1999 rony CrroapT B COaBTOPCTBE C HECKOJIILKUMU KPYITHBIMU CHIeIMaIcTaMu co3naeT KHury Cex-
pemul xakepos. bezonacnocmb cemeil —eomoevie peutenus, KOTopasi Oblia riepeBeieHa Ha 19 s3bIKOB U 3aHSI-
J1a 4-€ MeCTO B peHTHHTE TIPO/IasK KOMITHIOTEPHOI JIMTEpaTyphl BO BCeM MUpe (OIWH 13 JIyJIIX TToKa3aTe-
Jieit 3a Bcio uctoprio). OH TakKe yJacTBOBAT B co3naHum KHUT Cekpembt xakepos. besonacnocms Windows
2000 — eomosvie pewerus (xncoen Cxemopeit, Cmioapm Max-Knap. Hzdamenvcrkuii dom “Buavamc”, 2002).

Jo cosmanmnst komnanuu Foundstone CTioapT OBUI CTapIIMM PYKOBOIWTENIEM Tpymmbl Ernest &
Young Security Profiling, nBa rona paboTtajl aHAITUTUKOM CHCTEM 0Ee30TTaCHOCTH B IIEHTPE TECTUPOBAHUS
XypHaina InfoWorld, emie nBa roga ObII IJIaBOi OTAEIa MHPOPMALIMOHHBIX TEXHOJIOTUI B TIPABUTEIBCT-
Be mTata KamidopHust, mBa roma ObUT BiajesbiieM (GUPMBI, 3aHUMAIOIIECsT KOHCYJIBTAIUSIMUA B 00-
JIACTH 3alUThl MH(GOPMALIMM, a TAKXKe MMEET MATUICTHUI OIBIT paboThl Ha Kadeape MHPOPMALIMOH-
HbIX TexHoJioruil B ynusepcurere Kosnopano, bonnep.

CTri0apT MMeeT cTerneHb OakajaBpa MCKYCCTB, MOJydeHHylo B yHuBepcurtere Kosopano, bomnep,
¥ MHOXecTBO ceptudukaron, Bkimouast ISC2 CISSP, Novell CNE, Check Point CCSE.

Co CrioapTom Mak-KinapoM MOXHO cBsI3aThCs MO afpecy stuart@hackingexposed. com.

O coaBTOpax
Yun Suapioc

Yun Duaproc (Chip Andrews) nmeeT 6oJiee YeM IBEHAILIATUIETHUM OIBIT MPOrPaMMHBIX pa3pa-
6otok. OH noaaepxuBaet paboty Web-caiita SQLSecurity.com. Yun DHaploc sIBISIETCS] COABTOPOM
HECKOJIbKUX KHUT, BKiwoudass SQL Server Security, a TakKe THUILIET CTaTbM HA TEMbl 0€30MaCHOCTH
SQL u o BompocaM pa3paboTKK MTPOrpaMMHOTO o0ecIiedeHUs IJIsl TaKUX XYypHaIoB, Kak Microsoft
Certified Professional u SQL Server Magazine. DHIpIOC TaKXe Y4aCTBYeT B KOH(MEPEHLMSIX, TTOCBS-
LIEHHBIX BompocaM 3amuTtbl Microsoft SQL Server u pa3paboTKu 3allMILEHHOTO MPOrpaMMHOIO
obecrieyeHust. Korma Yun He paGoTaeT 1 He JAaeT KOHCY/IbTALIMI, OH 3aHMMAeTCsT IOMOYHBIM CIIOp-
TOM U JieJIaeT BUI, OYITO KOMITIBIOTED ellie He M300peIn.

O TEXHNYECKUX PELLeH3EHTaX
IbxoH bok

JxoH bok (John Bock) umeer ceprudukar CISSP u paboraeTr WMHXEHEPOM B Hay4yHO-
HCCIIeIOBATENTLCKOM OTesie KoMIiaHuu Foundstone. OH crieluaiM3upyeTcsl Ha OmpeNesieHU CTOUMO-
CTU CO3MaHUS ceTeil U OeCTIPOBOMHBIX TEXHOMOTHSIX. JI3KOH pa3paboTayl HECKOJTBKO HOBBIX TEXHOJIOTUIA
10 OLIEHKE CTOMMOCTU MPOIYKTOB JIJIsl TPOrPAaMMHOIO o0ecrieueHust KoMmanuu Foundstone. OH 001a-
JaeT IyOOKMMM 3HAHUSIMU B chepe KOMITbIOTEPHOM 0e3011acHOCTU, IMOCKOJIbKY paHee paboTaa KOH-
CYJIETAHTOM Y BO3MJIABJISUT OTIEN O€30MacHOCTY Ha KPYITHOM TpearpusTiu. Jlo 3auuciieHust B 1ITaT
xoMmrianuu Foundstone, OH 3aHUMAJICST OIIEHKON KauecTBa CUCTEM 0e30MacHOCTH, a TAKKe MPpodJieMaMu
obecrieueHus1 3alluThl OecripoBOHbIX ceteit s Internet Security Systems (ISS). Enne panbine J>koH
ObL1 aHaTUTUKOM ceTeBoro Tpaduka komnanuu marchFIRST, orBevan 3a obecrieueHue 6e30nacHOCTH
B ceTH, B KoTopoit padoranio 7000 monb3oBateneit. J>)koH bok yyacTBoBan B co3maHuuU OecTceluiepa
Cexpempbt xaxepos. bezonacnocmb cemeii — 2omogbie peutenus, a Takxe KHUTH Special Ops: Host and Net-
work Security for Microsoft, UNIX, and Oracle Special Ops: Internal Network Security.



Maiikn O’n

Maiikn O’Iu (Michael O’Dea) siBAsIeTCSI pyKOBOAMTENIEM IPOEKTa CIYKObI MOIIEPXKKHU ITPO-
rpaMMHBIX IPOJAYKTOB KoMIaHuu Foundstone. B obyiacty MH(GOPMALIMOHHBIX TEXHOJIOTHI OH pabo-
TaeT 6oJblie 10 jeT, 3aHMMaIcs M@pPoBaHUEM JaHHBIX, 3allIMTON OT BUPYCOB, CO3AaHUEM OpaH/I-
May>spOoB 1 pa3pabaThiBall proxy-cepBepbl 1s pasandHbiX riardopMm UNIX n Windows. B HacTosi-
mee BpeMst Maiiki 3aHuMaeTcsl pa3pabOTKOM 3aKa3HBIX PEIIeHUI MO BHEAPEHHUIO IMPOTrPaMMHBIX
MPOAYKTOB, CO3aHHBIX B KoMITaHuu Foundstone. Cpenu npexXHUX T0KHOCTe Maiikiia MOXXHO Ha-
3BaTh JOJDKHOCTD IJIABHOTO CIIELIMAIMCTA 10 MH(POPMALIMOHHOM 6e30I1acHOCTH B KommnaHuu Disney
Worldwide Services, Inc. (moapasnenenue the Walt Disney Company) 1 KOHCyJIbTaHTa B KOMITAHUK
Network Associates, Inc. Maiikin O’y yyacTBOBaJl B CO3JaHUM Pa3IMYHbIX IMyOJUKALUNA U KHUT
B 00JIaCTH 3allUThl MHGOPMALIMK, BKJIIOYAst YeTBepTOe M3naHue KHUru Cekpemol XaKepos.



